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Spectre Mitigations in Microsoft's C/C++ Compiler

Paul Kocher
Fesmaw 13. 2018 https.//www. paulkocher.com/doc/MicrosoftCompilerspectreMitigation.html

“compiler [...] produces unsafe code when the static
analyzer is unable to determine whether a code pattern
will be exploitable”

"there Is no guarantee that all possible instances of
[Spectre] will be instrumented”

N —

Bottom line: No guarantees!
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Speculative execution + branch prediction

“rediction based on branch
history & program structure
Size of array A

if (x < A size) @~
y = BlA[x]]

VWrong predicton” Rollback changes!
Architectural (ISA) state

N
[

0 Microarchitectural state
Sranch predictor
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“rogram P is speculatively non-interferent for prediction oracle O if
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~Reasoning about arbitrary oracles

|
|

speculative Semantlcs

Mispreaict all branch ¢
nstructions

-Ixed speculative window

- Always-mispredict |

‘r

Always-mispredict Is worst-case

Pan(S) = Pan(s’) <>

V0. P...c(s.0) = Pepecls’,0)

T program P satisfies
VS,S .Pnon- spec<s> Pron- spec<S ,>

: Pam Pam )

then P satisfies SNI w.r.t. al O
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rax <- A size Symbolic Detect leaks

jmp rcx2rax, END

L1: load rax, A + rcx
load rax, B + rax —/ | —/ 0
END:
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Wl g

END :

Detecting speculative leaks

rax <—- A size

rcx <— X

jmp rcx2rax,

load rax,
load rax,

A__
B 4

Symbolic
execution

END

rcx
rax —/ |

y.

Symbolic trace: path condr

ON +

observations along the symbo

17
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rax <- A size
rex <— X
jmp rcx2rax, END |

load rax, A + rcx \
load rax, B + rax :

x < A_size

18



Symbolic execut

on

rax <- A size

rcx <— X

jmp rcx2rax, END

L1: load rax, A + rcx
load rax, B + rax

END :

start pc L1 load A+x load B+A[x] rollback pc END
18



Symbolic execut

on

rax <- A size

rcx <— X

jmp rcx2rax, END

L1: load rax, A + rcx
load rax, B + rax

END :

start pc L1 load A+x load B+A[x] rollback pc END
18



Symbolic execution

rax <- A size
rex <— X
Jjmp rcx2rax, END |

load rax, A + rcx \
load rax, B + rax :

start pc L1 load A+x load B+A[x] rollbackl pc END
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Detecting speculative leaks

rax <- A size Symbolic Detect leaks

rox <— x execution

jmp rcx2rax, END
L1: load rax, A +

rcx
load rax, B + rax —/ | ] —/ 0
END :

y.

Symbolic trace: path condition +
observations along the symbolic path
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Spectector

rax <- A_size

mov rax, A size rex <— X%

mov rcx, X x64 to LASM jmp rcx>rax, END

gmp rex, rax L1: load rax, A + rcx

Jjae END load rax, B + rax
L1:mov rax, Alrcx. ,// END :

mov rax, Blrax]

Symbolic
execution

AN

Check for speculative leaks
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Spectector

A_si ze

L1:

mov
mov
cmp
Jjae
mov
mov

rax,
rcx,
rcx,
END

rax,
rax,

X

r&\"

A
B

AN

X064 to pJASM

More detalls

e Built in m Prolog

e Z3 for symbolic execution and leak detection

Check for speculative leaks

22

rax <- A size

rcx <- X

jmp rcx2rax, END
load rax, A + rcx
load rax, B + rax

Symbolic
execution



Case study: compiler mitigations

Target:

e 15 variants of Spectre V1 by Paul Kocher

o Compiled with Microsoft Visual C++, Intel ICC, and Clang
with different mitigations and optimization levels

o 240 assembly programs of up to 200 Instructions each
How:

o [Use Spectector to prove security or detect leaks

* Paul Kocher - Spectre Mitigations in Microsoft C/C++ Compiler — https://www.paulkocher.com/doc/MicrosoftCompilerspectreMitigation.ntml
23
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Icc

vVcc
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FEN
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Results

VccC Icc CLANG
X UNP FEN 19.15 FEN 19.20 UNP FEN UNP FEN SLH
—-00 —0Z Summary O —-00 —0Z

01 e e ° ° °
02 o o e[ eaks in all unprotected programs . . .
03 o o (except example #08 with optimizations) L
04 e e ° ° °
82 © ° e Confirm all vulnerabilities in VCC pointed out by Paul Kocher — ® . .

O O ® ® ®
07 o o e Programs with fences (ICC and Clang) are secure . . .
08 O ° ° ° °
09 o 0 e Unnecessary fences ° ° °
10 o e ° ° O
11 o o & Programs with SLH are secure except #10 and #15 . . .
12 e ® ° ° °
13 0o e ° ° °
14 e e O ° ° °
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Conclusion




Program P is speculatively non-interferent for prediction oracle O if

Speculative non-interference

Formally!

~or all program states s and s’

Pnon—spec<s> — Pnon—spec(s ,>

—> Pspec(5,0) = Pepec(s”,0)

Results

Ex.
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rax <- A_size

rex, x X640 PASM jmp rcx2rax, END
rex, rax L1: load rax, A + rcx
END load rax, B + rax
rax, A[ICX] / END :
rax, Blrax]
Symbolic
execution
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Speculative non-interference

Formally!

Program P is speculatively non-interferent for prediction oracle O if
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Spectector

mov
mov
cmp
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LI1:mov

rax,
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rcx,

END

rax,

A_size
X
rax

A[rcx]

Spectector

O httos.//spectector. github.io
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Ll:

/ END:
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rax <- A size

rcx <- Xx

jmp rcx2rax, END
load rax, A + rcx
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